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INTRODUCTION  

In today’s world, the concept of traditional warfare has faded, as state and non-
state actors under international law are employing modern means and methods to 
further their objectives.  Modern methods include cyber warfare, which is 
becoming an increasingly popular method in Russia in furthering their diplomatic 
agendas. The first of such attacks by Russia was in Estonia in 2007 to the most 
recent one in Ukraine in 2014. Innovation has led to development to highly 
advanced automated weapon systems and vehicles used in the battlefield, the 
pioneer of such developments has been the US military.  

This essay will argue that even though modern means of warfare like automated 
weapon systems enhance the applicability of the law of armed conflict by offering 
some degree of protection to civilians, tactics employed by technologically 
disadvantaged forces leaves civilians exposed & modern methods of warfare like 
cyber warfare raises problems in effectively applying it in the context of the law of 
armed conflict as the rules of armed conflict were drafted for the traditional 
battlefield.  It’ll do so by discussing 1) How technology acts as an enabler in the 
context of the law of armed conflict 2) Technological advances & The Gulf War 
of 2003 3) Cyber Attack & Russia.  

THE LAW OF ARMED CONFLICT OR INTERNATIONAL 
HUMANITARIAN LAW  

International humanitarian law saw its origins in the Geneva Convention of 1949, 
which is binding upon all states, and the 1907 Hague Convention, which binds not 
only the contracting parties but is now largely recognized as customary 
international law. In addition, Additional Protocols 1-3 were developed to 
supplement and reaffirm the above. The concepts of military necessity and 
humanity essay under international humanitarian law gives rise to its underpinning 
principle of Limitation, according to which, in any armed conflict, the right of the 
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parties to the conflict to choose methods or means of warfare is not unlimited.1 
However, the focus of this essay will be on the principle of distinction & the 
principle of proportionality. The principle of distinction is designed for the 
protection of civilians.  As per Article 48 AP 1, “Parties to a conflict must at all 
times distinguish between civilian population and combatants and between civilian 
objects and military objects and accordingly shall direct their operation only against 
military objectives.” As a result of this, one can infer a prohibition on 
indiscriminate attacks, which is defined under Art. 51 (4) AP 1, as attacks which 
do not or cannot be directed at a specific military objective. The principle of 
proportionality says that when military objects are attacked, civilian and civilian 
objects must be spared from incidental or collateral damage to the maximum 
extent possible. 2  How these principles operate in the arena of contemporary 
means and methods warfare will be discussed below.  

TECHNOLOGY AS AN ENABLER IN THE LAW OF ARMED 
CONFLICT 

Innovation in technology has to some extent enabled the applicability of the law 
of armed conflict by enhancing the principle of distinction offering protection to 
civilians. There has been significant development in the arena of new technologies 
being adopted by forces in the form of unmanned systems in land, air and 
maritime. UVS ‘unmanned vehicle systems’ are sophisticated weapon systems 
which are not only effective in the modern battlefield but also have the ability to 
not only give effect to the Law of armed conflict, but enhance the applicability of 
the its principles, especially the one of distinction. 3  Technology does so by 
reducing collateral damage and incidental injury in a number of ways. Firstly, 
transparency achieved via these sophisticated systems as they provide greater 
information about the target increasing reliability. 4  Secondly, unnecessary 
additional attacks are restrained by a sound post battle damage assessment. 5 
Thirdly, improved accuracy reduces error and the desired level of damage is 

                                                             
1 Article 35 (1) Additional Protocol I. 
2 Hague Regulation IV, Articles 22 & 23. 
3 Michael Schmitt, ‘War, Technology, and the Law of Armed Conflict,’ in Anthony M 
Helm (ed), The Law of War in the 21st Century: Weaponry and the Use of Force (International 
Law Studies Vol 82, 2006), 162.  
4 Ibid.  
5 Ibid. 
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achieved even by the use of smaller charges. 6 For instance, during the 2nd world 
war the circular error of a B-17 dropping bombs was 3300 feet requiring 9000 
bombs to be dropped by 1500 sorties which in comparison with an F-17 having a 
circular error of only 10 feet good enough for one bomb. A machine that 
technologically advanced drastically reduces the chances of impact on civilians.7 
Moreover, technology also solidifies the requirement to take precautions in an 
attack. As, in the conduct of military operations, constant care must be taken to 
spare civilian population, civilian and civilian objects and all feasible precautions 
must be taken to verify military objectives, avoid and minimize, incidental loss of 
civilian life, injury to civilians and damage to civilian objects.  8 Consequently, the 
advanced military tech and robust weaponry can reliably locate military objectives, 
filter a larger set of targets and have arraignments in place for provision of warnings 
given their sophistication. Overall, negative political and media campaigns aside, 
technology elevates legal standards conforming to the law of armed conflict and 
provides a greater degree of protection to civilians.  

TECHNOLOGICAL ADVANCES IN WEAPONS AND TACTICS 
EMPLOYED IN IRAQ  

The problem with technology is that the laws of warfare won’t remain suited with 
the advent of advanced weaponry systems as such technological advances lead low 
tech-opponents to resort to means of shielding themselves with civilians and/or 
avoiding IHL principles. In the 21st century, technological advances with respect 
to weapons and tactics employed are fast paced, especially by the United states. 
These technological advances may have considerable impact on the application of 
the law of armed conflict, by means of the asymmetry it gives rise to & the effect 
it has on the principle of distinction. 9 The development of high - tech technologies 
results in an asymmetry of military capability between the two opponents which 
allows one side to combat more effectively than a side relying on low – tech. High-
tech forces have the ability to locate their enemies more easily, counter – react with 
great speed and coordination, attack with precision. 10  Low-tech forces are 
therefore heavily disadvantaged and have few options of survival, as lawful survival 

                                                             
6 Ibid. 
7 Ibid. 
8 Article 57 (1), Additional Protocol I. 
9 Schmitt (n 3) 150. 
10 Ibid. 
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methods of camouflage are easily countered by advanced mapping techniques. 11 
Consequently, this results in forces ignoring or violation law of armed conflict 
principles by using shielding techniques undermining principles of distinction and 
technology   

This was demonstrated in the first Gulf war in 2003, where the technologically 
advanced US forces overpowered Iraqi military. For instance, they entered stealth 
mode by donning civilian attire, heightening the risk of attack on innocent civilians 
therefore undermining IHL principles. The other technique adopted by Iraqi 
forces was the misuse of protective emblems, accomplished by using ambulances 
as scout vehicles and using the ICRC logo on building used as a base. Such 
measures were prohibited under Additional protocol 1 and sections of Hague 
Regulations. Shielding techniques were also adopted, where Iraqi forces forced 
civilians, including women and children to shield activities. All these are clear 
violations of the principle of distinction.12 This issue also raises proportionality 
questions again, as where on one hand  under Article 57(1) additional protocol 1, 
it is forbidden to use civilian population or areas to remain immune from military 
operations, 13 but there isn’t an absolute restriction on the other side to attack on 
shielded objects. 14 Such survival techniques adopted by forces to evade a high-
tech opponent have and will continue to expose innocent to the grave dangers of 
armed conflict. Having said that, an alternative as to the ability of new technology 
to enhance the application of the law of armed conflict also exists, which will be 
discusses in the following section.  

CYBER ATTACKS & RUSSIA  

It becomes difficult for the law of armed conflict to regulate in the context of 
cyber-attacks as questions could be raised about the what falls under the definition 
of attack & it’s difficult to evaluate the proportionality of an attack. Cyber-attacks 
are defined by security expert Richard. A. Clarke as “actions by a nation state to 
penetrate another nation’s computers or networks for the purposes of causing 
damage or destruction.” 15 The complex and novel nature of such an attack poses 

                                                             
11 Ibid 151. 
12 Ibid 152. 
13 Additional Protocol 1, Art. 57(1). 
14 Schmitt (n 3) 152. 
15 Oona A. Hathaway et. Al, ‘The Law of Cyber-Attack’ (2012) 100 California Law 
Review 817, 823. 
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unique challenges in terms of defining the term ‘attack’ in the cyber sphere and 
further adhering to the principles of proportionality and distinction. These 
challenges give rise to grey areas in the law which may be exploited by states in 
order to evade international humanitarian law. 16 

The primary issue in the cyber context is the definition of the term “attack”, as it 
is essential for the existence of an armed conflict. 17  As mentioned above IHL 
offers protection to civilians in the form of prohibition on attacking civilians and 
civilian objects and bans indiscriminate attacks. An “attack “in the Geneva 
conventions is defined as “acts of violence against an adversary whether in offence 
or in defense” 18 This would however by definition disregard cyber operations, like 
the one carried out by Russia against Ukraine in 2015, whereby Russian hackers 
successfully attacked three different distribution companies in Ukraine resulting in 
a temporary disruption of electricity supply to customers. The customers were said 
to have been left without electricity for a period of 1 – 6 hours. 19 Here even though 
the nature of the attack is a non-kinetic one, the end result would same in the 
comparison to a kinetic attack, which leads to rendering the cyber infrastructure 
inoperative.20 Attempts were made to clear this ambiguity by the Tallinn manual 
and the International Committee of the Red Cross, however differing expert views 
and confusing terminology hasn’t been able to provide much clarity.21 

The second challenge is evaluation of the proportionality of a cyber-attack. The 
principle of proportionality prohibits an “attack which may be expected to cause 
incidental loss of civilian life, injury to civilians, damage to civilian objects which 
would be excessive in relation to the concrete and direct military advantage 
anticipated22. This poses challenges as it could be difficult to evaluate whether 
temporary incapacitation of critical systems would be disproportionate under 

                                                             
16 Michael Schmitt, ‘Grey Zones in the International Law of Cyberspace’ (2017) 42 Yale 
Journal of International Law Online 17 <https://cpb-us-west-2-
juc1ugur1qwqqqo4.stackpathdns.com/campuspress.yale.edu/dist/8/1581/files/2017/08
/Schmitt_Grey-Areas-in-the-International-Law-of-Cyberspace-1cab8kj.pdf> accessed 2 
April 2018.   
17 Ibid.  
18 Additional protocol 1, Article 49 (1). 
19 Schmitt (no 16) 17. 
20  Ibid. 
21 Ibid 18. 
22 Additional Protocol 1 Art 51(5)(b). 
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categories mentioned above. 23 Such an attack on the face of it might seem to 
simply cause mere inconvenience but might have wider consequences, as was 
witnessed in Russia’s DDOS (Distributed Denial of Service) attack on the Republic 
of Estonia in 2007, where emergency lines to call for ambulances and trucks were 
out of service for an hour having potentially life threatening consequences. 24 

CONCLUSION  

In conclusion, it can be said modern means adopted by states in addition to 
providing them with a military advantage also provides some degree of civilian 
protection, however, at the same time the disadvantaged opponents employ tactics 
which expose the civilians to risk. Modern methods like cyber warfare raises 
question on the applicability of the law of armed conflict. Innovations in 
technology have the potential to enhance the applicability of the principle of 
distinction as it reduces collateral damage and incidental injury by the use of 
sophisticated machines leading o protection of civilians. Having said that, it also 
gives rise to a great degree of asymmetry by leaving the technologically 
disadvantage forces with no option but to resort to unlawful means like shielding 
amongst civilians in breach of IHL principles, exposing the civilians to further risk. 
It is also difficult to apply the law of armed conflict in the context of cyber-attacks 
as there is ambiguity as to what constitutes and attack and its challenging to 
evaluate the proportionality of an attack.  

                                                             
23 Hathaway (n 15) 851. 
24 Ibid.  
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