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INTRODUCTION 

Indian Evidence Act 1872 was amended with several new sections to address the issue of Electronic 

Evidence. One such issue was the “Admissibility of Electronic Evidence” for which certain procedure 

was introduced in the Act. Sections 62 and 63 of the Indian Evidence Act, deals with the admissibility 

of primary and secondary evidence respectively. Sections 65A and 65B of Indian Evidence Act which 

provides for a special procedure for adducing evidence in relation to electronic records, however there 

is dilemma as to the mode and manner of admissibility of electronic evidence or records during the 

course of trial. To prove electronic record & prevent the abuse and misuse, the law pertaining to 

electronic evidence in India has developed. It specified as to what kind of electronic evidence is 

admissible and how the same can be proved in a Court of law. The Supreme Court of India has 

elaborately discussed this aspect to some extent in various judgments. 

DEFINITIONS 

In order to have proper understandings of the subject following definitions in the Act are needs to be 

borne in mind. 

Computer 1 means any electronic, magnetic, optical or other high speed data processing device or 

system which performs logical, arithmetic and memory functions by manipulations of electronic, 

magnetic or optical impulses, and includes all input, output, processing, storage, computer software or 

communication facilities which are connected or related to the computer in a computer system or 

computer network; 

Computer network 2 means the interconnection of one or more computers through – 

(i) the use of satellite, microwave, terrestrial line or other communication media; and  

(ii) terminals or a complex consisting of two or more interconnected computers whether or not the 
interconnection is continuously maintained; 

                                                           
1
 Section 2(i) of Information Technology Act 2000 

2
 Section 2 (j) of Information Technology Act 2000 
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Computer resource 3 means computer, computer system, computer network, data, computer database 

or software;  

Computer system 4  means a device or collection of devices, including input and output support 

devices and excluding calculators which are not programmable and capable of being used in 

conjunction with external files, which contain computer programmes, electronic instructions, input data 

and output data, that performs logic, arithmetic, data storage and retrieval, communication control and 

other functions; 

Data 5 means a representation of information, knowledge, facts, concepts or instructions which are 

being prepared or have been prepared in a formalized manner, and is intended to be processed, is being 

processed or has been processed in a computer system or computer network, and may be in any form 

(including computer printouts magnetic or optical storage media, punched cards, punched tapes) or 

stored internally in the memory of the computer; 

Electronic record 6 means data, record or data generated, image or sound stored, received or sent in 

an electronic form or micro film or computer generated micro fiche; 

Information 7 includes data, text, images, sound, voice, codes, computer programmes, software and 

databases or micro film or computer generated micro fiche; 

Legal recognition of electronic records 8 Where any law provides that information or any other 

matter shall be in writing or in the typewritten or printed form, then, notwithstanding anything 

contained in such law, such requirement shall be deemed to have been satisfied if such information or 

matter is – 

(a) rendered or made available in an electronic form; and  

(b) accessible so as to be usable for a subsequent reference.  

Indian Evidence Act states Evidence 9 means and includes all statements which the Court permits or 

requires to be made before it by witnesses in relation to the matters of fact under inquiry.  Such 

statements are called oral evidence. All documents including electronic record produced for 

inspection of the Court such documents are called documentary evidence. Proof of facts by oral 

                                                           
3
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4
 Section 2 (l) of Information Technology Act 2000 
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evidence- all facts, except the contents of documents or electronic records may be proved by oral 

evidence.10 

Special provisions as to evidence relating to electronic record 11 the contents of electronic records 

may be proved in accordance with the provisions of section 65-B. 

Admissibility of electronic records 12 Section 65B (1) notwithstanding anything contained in this Act, 

any information contained in an electronic record - 

 which is printed on a paper, stored, recorded or 

 copied in optical or magnetic media 

 produced by a computer 

 shall be deemed to be also a document, if the conditions mentioned in this section are satisfied 

 in relation to the information and 

 computer in question and 

 shall be admissible in any proceedings, without further proof or production of the original, 

 as evidence of any contents of the original or of any fact stated therein of which direct evidence 
would be admissible. 

Sec. 65B (2) 

 The computer from which the record is generated was regularly used to store or process 

information in respect of activity regularly carried on by a person having lawful control over the 

period, and relates to the period over which the computer was regularly used; 

 Information was fed in computer in the ordinary course of the activities of the person having 

lawful control over the computer; 

 The computer was operating properly, and if not, was not such as to affect the electronic 

record or its accuracy; 

 Information reproduced is such as is fed into computer in the ordinary course of activity. 

Sec. 65B (3) the following computers shall constitute as single computer- 

 by a combination of computers operating over that period; or 

 by different computers operating in succession over that period; or 

 by different combinations of computers operating in succession over that period; or 
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 Section 59 of Indian Evidence Act 1872 
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 Section 65-A of Indian Evidence Act 1872 
12

 Sec.65-B of Indian Evidence Act 1892 
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 in any other manner involving the successive operation over that period, in whatever order, of 
one or more computers and one or more combinations of computers. 

Sec. 65B (4) regarding the person who can issue the certificate and contents of certificate, it provides 

the certificate doing any of the following things: 

 identifying the electronic record containing the statement and describing the manner in which it 
was produced; 

 giving the particulars of device 

 dealing with any of the matters to which the conditions mentioned in sub-section (2) relate, 

and purporting to be signed by a person occupying a responsible official position in relation to the 

operation of the relevant device or the management of the relevant activities (whichever is appropriate) 

shall be evidence of any matter stated in the certificate; and for the purposes of this sub-section it shall 

be sufficient for a matter to be stated to the best of the knowledge and belief of the person stating it.  

ELECTRONIC RECORD IS PRIMARY OR SECONDARY 

In fact Electronic record presented in a Court is always secondary. One should bear in mind that, A 

“Hard disk” which may contain an electronic document also cannot be considered as “Primary 

Document” since it is only a “Container” and the real Electronic document is an expression in binary 

language which cannot be read by a human being and needs to be interpreted with the assistance of a 

binary reading device (Computer + operating system +Application) Section 65B certification is a 

“matter of fact” certification to the effect that “What I saw is what I reproduced as a computer output 

faithfully” and this can be done by any person who is observing an electronic document in his 

computer and wants it to be produced as evidence. It is not necessary that a document from website 

has to be certified only by a server administrator. Similarly, a statement of account downloaded from a 

bank website need not be certified only by the Bank manager but by any person who can lawfully 

access the document in electronic form. Anybody else who views the document provides a Section 65B 

certificate that the print out (or a soft copy) is a faithful reproduction. The sub section also provides 

that the certificate may state “to the best of the knowledge and belief” of the person providing the 

certificate. This also is extremely important since the certificate is being provided in good faith of what 

the person sees under specific circumstances which may change. If we accept the interpretation of the 

Sub-Section (1), sub section (2) should be applied to the process of rendering the computer output for 

the purpose of admissibility. This “Printing Out” or “Copying” of the original content into the 

“Computer Output” is done mostly by one operator who controls the computer in which the electronic 

content is being seen and there is a printer (or a CD writer or a USb Drive) attached to such a 

computer. This sub section indicates the contents that are required to be included in the Section 65B 

certificate. The Section 65B certificate will be a statement which should identify the electronic record 
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(Computer Output) which the subject matter of certification. It should also reasonably describe the 

devices involved in the production of the Computer Output and should be “Signed”. If it is a printed 

report, it should carry a physical signature and if it is another electronic copy, it should carry a digital 

signature. 

SECTION 65B DOES NOT DEFINE THE COMPUTER OUTPUT  

It does not make any distinction between the documents which are fed by human or generated by 

software or where the computer has been used as a tool such as typewriter for converting the text from 

one form to another such as Letters, FIR etc. It needs to clarify that in the case of an organization, the 

signature is provided in the name of or in the “Official capacity”. This could mean that when a 

subsequent deposition in a Court is required, it should be possible to depute an “Official substitute” 

without insisting on the same person who has signed to be present. It further needs to clarify that when 

the person signing the print out is the person who is the owner of the content of the print out, he may 

simply affix his signature to the document without a Section 65B certificate similar to a case where we 

use a Computer as a Type writer. e.g. If a Bank Manager is signing a statement of account of a 

customer, he will simply sign without Section 65B certificate since he is authorized by the Bank to take 

responsibility for the transactions represented by the statement. If however a document is viewed by a 

person other than the person who owns the content, and he has to provide a print out of the 

document, then he needs to provide a Section 65B certification. we take another example A kiosk 

operator of a e-Governance system who can view the land records in the computer can provide a 

certified copy as a print out though he is not the Tahasildar or the Village accountant provided he 

appends certificates as required under Section 65B. The above distinction should clarify the existence 

of two types of computer print outs one which requires section 65B certification and the other which 

may not. We may however state that Section 65B certification is more relevant when it is required to be 

admitted in a Court where as in other cases, it may only be considered as a “Standard”. 

EVERY COMPUTER OUTPUT DOES NOT REQUIRE 65B CERTIFICATE  

The document such as a letter, application, petition or FIR drafted on the computer and then printout 

is taken and author append its signature after verifying the content of the document. In this category 

the role of the software has no significance as the software has not been instructed to alter the content 

of text input by a human; the only function the computer is serving is to store the information input by 

the human. In case of letters, FIR etc., the author prints the document, read the contents, verify the 

text by affixing his signature to authenticate the text. The fact that the printout is taken at the date and 

time when it is entered and produced and authenticate at the same time without any processing or value 

addition in terms of computer generated data, itself diminish the role of the computer as a mechanical 

device. It would be equivalent to when a person write a letter by a pen or typewriter and sign the same 
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after verifying the content. The only difference would be the print style, font and use of features like 

spell check etc. which a person writing the letter by hand or on a typewriter. In such a scenario, the 

documents which are generated on the computer through human feeding and printout is taken and 

authenticated at the same time by affixing the signature would not be computer output but authored by 

a person like a handwritten documents. As such, FIR, word document printed, signed at the time of 

production would not require a certificate u/s 65B for admissibility in the court of law. The author of 

such document can prove such document in the court like the author of any other non-digital 

documents. Record generated by software such as Call Detail Record, Video Images, Interception 

voice clips etc. and in such case, manual intervention is very limited and software has dominant role. It 

is possible to alter add or delete the file & is vulnerable to interpolation. There is also an important 

distinction that “Content Owner” is different from “Content Viewer” and Section 65B is meant to be 

produced by a content viewer. On the other hand the content owner in respect of  a Bank statement is 

the official Bank manager and he can provide a print out as the owner of the content who understands 

the content and is considered as an “Expert” in the domain. Any interpretation that only a “Server 

Administrator” can provide a certificate under Section 65B is considered incorrect. The server 

administrator can however provide the certificate but it is not mandatory. The Section 65B certifier is 

like a photographer who captures a photograph of an event and confirms the process of taking the 

photograph though he may not be aware of who is there in the picture and what they are doing. It is 

left to other “Experts” to interpret the “Content” and impute meaning as only a subject matter expert 

can do. e.g. A message appeared On Internet, which was posted by the accused It involved some 

content which could be considered as “obscene” under Section 67 of ITA 2000. In order to Prove, It is 

not necessary to sent a police party where the Internet servers are installed and seize the electronic 

evidence in the form of the hard disk in the possession of Service Provider. Since Section 65B was 

available for us and a Print out of what was seen by person sitting in his office could be considered 

“also as a document” without the need for production of the “Original”. In case of Document, 

where some of the information has been fed and some has been generated by software 

consequent to the processing or analytic done by computer such as Account Statement, Online 

Transactions etc. It is also not necessary that Government appointed expert should depose or give 

evidence in the matter. Many judges even today call that hard disk as the “Original Evidence” and 

anything else including a print out as “Secondary” evidence.  
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IMPORTANT POINTS TO UNDERSTAND ELECTRONIC RECORD  
OR EVIDENCE 

 

1. If original electronic record itself is produced on record, then there is no need of 65 B certificates. 

2. In electronic documents there is no “original” electronic document that can be brought into the 

Court and handed over to the Judge. Only a “Container” can be handed over. 

3. Section 65B certificate is a certificate provides by an observer of an electronic document that he 

“experienced” the effect of the electronic document and affirms it through the certificate and the 

attached set of documents in print or electronic copies. 

4. In the case of Electronic Documents, the discussion of Primary and Secondary is superfluous and 

will lead to contradictions. Unlike “Hard Disk” seized from a computer is not a “Primary” 

document and it is only a “Container” of an electronic documents. 

5. All electronic documents are “Binary Documents”. On the hard disk they may appear as magnetic 

orientations of individual cells. In the CD they may appear as depressions and flat surfaces (Pits and 

lands). 

6. The electronic document is always an “Experience” of an observer when he renders the binary 

expression using one or more devices which we call computers, operating systems, applications, 

monitors, speakers etc. This has to certify by a person “When I opened this document using a 

certain process, this is what I saw or heard” and it is not always necessary for the admin of the 

hosting company to provide the certificate. 

7. Opinion of Digital Evidence Examiner (under Section 79A-When appointed) is relevant only when 

the genuineness of already admitted electronic evidence is in question.  

8. Oral admissions as to the contents of electronic records are not relevant, unless the genuineness of 

the electronic record produced is in question. 

9. All facts, except the contents of documents or electronic records, may be proved by oral evidence.  

10. The contents of electronic records may be proved in accordance with the provisions of Sec. 65B. 

11. Any electronic record in the form of secondary evidence cannot be admitted in evidence unless the 

requirements of Sec. 65B are satisfied. 

12. Electronic records shall be governed by the procedure prescribed under Section 65B of the 

Evidence Act. That is a complete code in itself.  

13. It categorically mentioned that “Being a special law, the general law under Sections 63 and 65 has to 

yield. 

14. In case of CD, VCD, chip, etc., the same shall be accompanied by the certificate in terms of Section 

65B obtained at the time of taking the document, without which, the secondary evidence pertaining 

to that electronic record, is inadmissible” 
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INTERPRETATIONS BY THE SUPREME COURT OF INDIA 

 

There are several view & law laid down by various High Courts but for the first time in the year 2005, 

the issue came before The Full Bench of the Supreme Court in the case of State (NCT of Delhi) v\s 

Najvot Sandhu & oths.13 The Court observed that Section 63 of the Act means and includes, among 

other things, copies made from the original by mechanical processes which in themselves ensure the 

accuracy of the copy, and copies compared with such copies therefore, it concluded that irrespective of 

compliance with the requirements of Section 65B, there is no bar to the admissibility of electronic 

evidence as secondary evidence under other provisions of the Evidence Act. It is further observed that, 

when the person who provided the Section 65B certificate himself is present in the Court and deposes 

on the electronic document, then there is no need for Section 65B certificate.The above-stated position 

remained the law of the land till 2014. In case of Anwar P.V. v\s P.K. Basheer 14 It has laid down several 

cardinal principles relating to Electronic Evidence which will be considered as a significant contribution 

to the Electronic evidence in India. The court declared that the  earlier judgment was wrong and it is 

mandatory that Section 65B certificate has to be produced for admissibility of all Electronic Evidences.  

 

“Evidence is constructed by the Plaintiff and challenged by the defendant. Construction is through pleadings and proof is 

through evidence by relevant and admissible evidence. Genuineness, veracity or reliability of the evidence is seen by the 

Court only after the stage of relevancy and admissibility”.  

 

The court held, The special provisions on evidence relating to electronic record shall be governed by 

the procedure prescribed under Section 65B of the Evidence Act. That is a complete Code in itself. 

Being a special law, the general law on secondary evidence under Sections 63 and 65 has to yield. Thus, 

after the Anvar PV case, the position of law came to be well settled that, If primary evidence of the 

electronic record is adduced in the court under section 62 then the same is admissible in evidence, 

without compliance with conditions in S. 65-B & admissibility of secondary evidence of electronic 

record depends upon satisfaction of conditions as prescribed under S.65-B The purpose of these 

provisions is to sanctify secondary evidence in electronic form, generated by a computer. “Most 

importantly, such a certificate must accompany the electronic record like computer printout, compact 

disc (CD), video compact disc (VCD), pen drive, etc., pertaining to which a statement is sought to be 

given in evidence, when the same is produced in evidence. All these safeguards are taken to ensure the 

source and authenticity, which are the two hallmarks pertaining to electronic record sought to be used 

as evidence. The same principles have been reiterated by the supreme court in  case of  Harpal Singh v\s 
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 (2005)11 Supreme Court Cases 600 
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 (2014)10 Supreme Court Cases 473 
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State of Punjab 15 The Court held that, The prosecution has failed to adduce a certificate required under 

Section 65B (4) of the Act. It is observed that, As apparently the prosecution has relied upon the 

secondary evidence in the form of printed copy of the call details, even assuming that the mandate of 

Section 65B (2)  had been complied with, in absence of a certificate under Section 65B (4), the same has 

to be held inadmissible in evidence. In case of case of Tukaram S. Dighole v. Manikrao Shivaji Kokate16 the 

court observed that new techniques and devices are order of the day. Though such devices are 

susceptible to tampering, no exhaustive rule could be laid down by which the admission of such 

evidence may be judged. Standard of proof of its authenticity and accuracy has to be more stringent 

than other documentary evidence. The case of Tomaso Bruno and Anr. v. State of Uttar Pradesh 17, wherein 

a Three-Judge Bench observed that advancement of information technology and scientific temper must 

pervade the method of investigation. Electronic evidence was relevant to establish facts. Scientific and 

electronic evidence can be a great help to an investigating agency. The electronic evidence is admissible 

and provisions under Sections 65A and 65B of the Evidence Act are by way of a clarification and are 

procedural provisions. If the electronic evidence is authentic and relevant the same can certainly be 

admitted subject to the Court being satisfied about its authenticity and procedure for its admissibility 

may depend on fact & situation of the case. In case of Shamsher Singh Verma v\s State of Haryana 18 The 

court considered the object of Section 294 Cr.P.C., is to accelerate pace of trial by avoiding the time 

being wasted by the parties in recording the unnecessary evidence. Where genuineness of any 

document is admitted, or its formal proof is dispensed with, the same may be read in evidence. In view 

of the definition of 'document' in Evidence Act, and the law laid down by Supreme Court, it could be 

said that the compact disc is also a document. The endorsement of admission or denial made by the 

counsel for defense, on the document filed by the prosecution or on the application/report with which 

same is filed, is sufficient compliance of Section 294 Cr. PC. Similarly on a document filed by the 

defense, endorsement of admission or denial by the public prosecutor is sufficient and defense will 

have to prove the document if not admitted by the prosecution. In case it is admitted, it need not be 

formally proved, and can be read in evidence. In a complaint case such an endorsement can be made by 

the counsel for the complainant in respect of document filed by the defense. In the case of Sonu Alios 

Amar v\s State of Haryana 19 The question that falls for consideration in this case is the permissibility of 

an objection regarding inadmissibility & its stage. The court held that, an electronic record is not 

admissible unless it is accompanied by a certificate as contemplated under S. 65-B (4) of Evidence Act 

is no more res integra. But no objection was taken when the CDRs were adduced in evidence before 

Trial Court. It does not appear from record that any such objection was taken even at appellate stage 
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 (2010) 4 supreme court cases 329 
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 (2016) 15 supreme court cases 485 
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 (2017) 8 supreme court cases 570 
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before High Court. Thus, an objection relating to mode or method of proof has to be raised at time of 

marking of document as an exhibit and not later. The crucial test, is whether defect could have been 

cured at stage of marking document. The mode or method of proof is procedural and objections, if not 

taken at trial, cannot be permitted at appellate stage. If objections to mode of proof are permitted to be 

taken at appellate stage by a party, the other side does not have an opportunity of rectifying 

deficiencies. The same view has been reiterated by Supreme Court in Union of India and Others v\s CDR 

Ravindra V Desai 20 The Court emphasized that non-production of a certificate under Section 65B on an 

earlier occasion is a curable defect.  Thereafter in the case of Shafi Mohammad v\s State of Himachal 

Pradesh21  it has led to an increase in procedural uncertainty for the courts as to what is the appropriate 

procedure for the admission and appreciation of electronic evidence. The Supreme Court held as 

under: 

 

“The applicability of procedural requirement under Section 65B(4) of the Evidence Act of furnishing certificate is to be 

applied only when such electronic evidence is produced by a person who is in a position to produce such certificate being in 

control of the said device and not of the opposite party. In a case where electronic evidence is produced by a party who is not 

in possession of a device, applicability of Sections 63 and 65 of the Evidence Act cannot be held to be excluded. In such 

case, procedure under the said Sections can certainly be invoked. If this is not so permitted, it will be denial of justice to the 

person who is in possession of authentic evidence/witness but on account of manner of proving, such document is kept out 

of consideration by the court in absence of certificate under Section 65B(4) of the Evidence Act, which party producing 

cannot possibly secure. Thus, requirement of certificate under Section 65B(h) is not always mandatory …” 

Again in case of State By Karnataka Lokayukta Police Station, Bengaluru v\s M. R. Hiremath 22 It is held that, 

failure to produce a certificate under Section 65B(4) of the Evidence Act at the stage when the charge-

sheet was filed was not fatal to the prosecution. The need for production of  such a certificate would 

arise when the electronic record is sought to be produced in evidence at the trial. It is to be noted that 

the dilemma was revived in the case of Shafhi Mohammad v. State of Himachal Pradesh, wherein a Division 

Bench of the Supreme Court differed from the Anvar PV case and held that the requirement of 

certificate under Section 65B is not always mandatory and can be dispensed with, in the interest of 

justice. The Supreme Court, in the case of Arun Pandit Rao Khotkar v\s Kailash Khusan Rao 23 refers the 

issue to the lager Bench by observing that, In view of Anwar P.V. the pronouncement of this court in 

Shafhi Mohammad needs reconsideration. The law therefore needs to be laid down in this regard with 

certainty, while understanding the gravity of the issue of electronic evidence.  
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 (2018)2 Supreme Court Cases 801 
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 Criminal Appeal No.819 of 2019 (Arising out of SLP (Crl) No.9009 of 2017) decided on 1 may 2019 
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CONCLUSION 

 

It is not only the law laid down in the Shafhi Mohammad Case which requires reconsideration, but also a 

few queries raised in the Sonu Case regarding the prospective and retrospective applicability of 

the Anwar PV Case. There are few gaps which are still unresolved as to what would be the fate of the 

secondary electronic evidence seized from the accused wherein, the certificate u\s 65B of Evidence Act 

cannot be taken & the accused cannot be made witness against himself as it would be violate of the 

Article 20 of the Constitution of India. It is the need of hour that the Central Government to look in to 

the provisions of section 79A of Information Technology (Amendment) Act 2008 & to notify adequate 

number of Examiner of electronic record on urgent basis. To rule out any manipulation at least for the 

purposes of presuming prima facie authenticity of the electronic record. The distinction will have to be 

made that the record created by a party who was adverse interest to the proponent of the record, and 

the record is being prepared by third party to be used against the adverse party. The law also needs to 

address the requirement of the burden being on the proponent to provide testimony as to the author of 

a document to determine whether there was any manipulation or alteration after the records were 

created, The reliability of the computer program that generated the records, and whether the records 

are complete or not. Jurisprudence on this aspect is still under development there is need to lay down 

clear rules either by the Government or else the Hon'ble Supreme Court. 

 

 


